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S6: 1482 /UBND-KGVX Kon Tum, ngay 02thang 5 nam 2024
V/v tang cuong cong tac bao
dam an toan thong tin mang dbi
v6i cac hé thdng thong tin

Kinh giri:
- Céc sd, ban, nganh, don vi thudc tinh;
- Uy ban nhan dan cac huyén, thanh pho.

Thuc hién y kién chi dao cua Thu tuong Chinh phu tai Cong dién s6
33/CD-TTg ngay 07 thang 4 nam 2024 vé ting cuong bao dam an toan thong tin
mang; hudéng din coa BO Thong tin va Truyén thong tai Vin ban sb
1337/BTTTT-CATTT ngay 12 thang 4 nam 2024', Chi tich Uy ban nhan dan
tinh? yéu cau:

1. Thu truéng céac sd, ban, nganh, don vi thudc tinh; Chu tich Uy ban nhan
dan cac huyén, thanh phd:

a) Tiép tuc chi dao thuc hién c6 hi¢u qua cong tac bao dam an toan thong
tin mang cac hé thong thong tin thudc pham vi quan 1y, trong d6 tap trung vao
cac ndi dung trong tam sau:

- Phan cong lanh dao phu trach cong tdc bao dam an toan thong tin mang
cua don vi; chiu trach nhi¢m trudce phap luat va Chu tich Uy ban nhan dan tinh
néu dé hé thong thong tin khong bao dam an toan thong tin mang, dé xay ra sy
cb nghiém trong.

- Khan truong ra soat, danh gia tinh hinh bao dam an toan thong tin mang
d6i véi cac hé thong thong tin theo hudng dan cia Bo Thong tin va Truyen
thong tai Van ban s6 1337/BTTTT-CATTT ngay 12 thang 4 nam 2024; giri két
qua vé S¢ Thong tin va Truyén thong trwée ngay 07 thang 5 nim 2024 dé tong
hop bao céo theo quy dinh.

- Thyc hién nghiém thoi han hoan thanh phé duyét ho so dé xuat cp do an toan
cho 100% hé thong thong tin; thuc hién va trién khai ddy ¢t phuong an bao dam an
toan thong tin theo hd so dé xuét cip d6 duoc phé duyét theo chi dao ctia Uy ban
nhéan dan tinh tai Van ban s6 934/UBND-KGVX ngay 21 thang 3 ndm 2024°.

- Sir dung Nén tang hd trg quan ly bao dam an toan h¢ thong thong tin theo
cap d6 do B Thong tin va Truyén thong cung cap dé xay dung, quan 1y cac hé
théng thong tin thudc pham vi quan ly nhim ning cao hiéu qua hoat dong quan
ly va thuyc thi phap ludt vé an toan thong tin mang tai dudng dan:
https://capdo.ais.gov.vn.

- B tri hang muc vé an toan thong tin khi xay dung, trién khai ké hoach
ung dung cong nghé thong tin, chuyén doi s6 hang ndm, giai doan 5 nam va céc

! Hudéng ‘dﬁn ra soat, danh gid tinh hinh bao dam an toan thong tin mang dbi voi cac hé théng thong tin thudc pham vi quan ly
2 Theo dé nghi cua S6 Thong tin va Truyen thong tai Van ban s6 587/STTTT-BCVT&CNTT ngay 19 thang 4 ndm 2024.
3 V€ viée trién khai thyc hién Chi thi s6 09/CT-TTg ngay 23/02/2024 ctia Thu tuéng Chinh ph.
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du an cong ngh¢ thong tin; bao dam ty 1€ kinh phi chi cho cac san phém,,djch vu
an toan thong tin mang dat toi thi€u 10% tong kinh phi trién khai cac ké hoach,
du an nay theo chi dao cua Thu tudéng Chinh phu tai Chi thi s6 14/CT-TTg ngay
07 thang 6 nam 2019.

- Thuc hién nghi€m thc viéc kiém tra, danh gia dlnh ky vé an toan thong tin
va quan ly rui ro an toan thong tin doi vdi cac h¢ thong thong tin thudc pham vi
quan ly, van hanh theo quy dinh tai khoan 2, Piéu 20 Nghi dinh s6 85/2016/ND-
CP va Piéu 12 Thong tu s6 12/2022/TT-BTTTT. Trong do, tap trung to chirc
kiém tra, ddnh gia hiéu qua ciia cic bién phap bao dam an toan thong tin theo
phuong an bao dam an toan thong tin duoc phé duyét; kiém tra, danh gia phat
hién ma doc, 16 hong, di€m yeéu, thir nghi€ém xam nhap hé thong thong tin, cu the:

+ Dinh ky 02 nam thyc hi¢n kiém tra, danh gia an toan thong tin va quan 1y
rui ro an toan thong tin tong thé trong hoat dong cua don vi, dia phuong.

+ Pinh ky hang nam thuc hién kiém tra, danh gia an toan thong tin va quan
1y rti ro an toan thong tin d6i v&i cac hé thong cap do 3 tro 1én®.

- T6 chirc dién tap bao dam an toan thong tin trong hoat dong cua co quan,
don vi, dia phuong (doi véi don vi dwoc giao quan [y, van hanh he thong cdp dé
3), dong thoi, cir nhan sy tham gia cac cudc dién tap do cac don vi chuyén trach
to chirc, triéu tap.

b) Truong hop xay ra sy Cé, tan cong mang, tuan thil nghiém tac theo quy
dinh va chi dao tai Quy€t dinh s6 05/2017/QD-TTg ngay 16 thang 3 nam 2017,
Chi thi s6 18/CT-TTg ngay 13 thang 10 nam 2022 ctia Thu tuéng Chinh phu,
Thong tu s6 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua Bo truong Bo
Thong tin va Truyén thong, trong do tap trung mot s6 ndi dung trong tdm sau:

- Kip thoi bao cao su cd vé co quan chu quan, don vi chuyén trach img ctru
sur ¢O cung cap va SO Thong tin va Truyén thong’.

- Tuan thi sy diéu phdi tng ctru sy ¢d ciia co quan diéu phdi qudc gia, S¢
Thong tin va Truyén thong va cac co quan chic ‘nang co lién quan trong viéc thu
thép, phan tich thong tin; xu ly, khic phuc su ¢b; xac minh nguyén nhan va truy
tim ngudn gbc; phat ngon va cong bd thong tin,...

- Béo cao dﬁy du thong tin vé su cd, thiét hai va cac thong tin lién quan;
dong thoi tong két, phan tich, danh gia, rat ra bai hoc va bao cao vé S Thong
tin va Truyén thong dé tong hop.

¢) Pinh ky hing quy (trude ngdy 15 ciia thdng cudi gu)ﬁ6) bao cao lgét qua ra
soat, danh gia tinh hinh bao dam an toan thong tin mang doi voi cac hé thong thong
tin thugc pham vi quan ly, giri vé€ S¢ Thong tin va Truyén thong d€ tong hop chung
(chi tiet theo Phu luc I va Phu luc Il gui kem theo Vdn ban so 1337/BTTTT-CATTT
ngay 12 thang 4 nam 2024 cua By Thong tin va Truyén thong).

2. Cong an tinh tang cuong bao dam an toan thong tin mang theo chirc
nang, nhi¢m vu dugc giao va trong linh vuc thudc pham vi quan ly; phoi hop Sé

4 Vigc kiém tra, ddnh gia an toan thong tin va danh gid rii ro an toan thong tin d6i voi hé thdng tir cap do 3 tro 1én phai do to
chirc chuyén mon dugc co quan co tham quyen clp phép; t chire sy nghiép nha nuéc co chirc ning, nhiém vu pht hop hodc
do tb chirc chuyén mén duge cip co thim quyén chi dinh thuc hién.

5 Pudng ddy nong trén Céng Thong tin dién tir tinh: https:/kontum.gov.vn/News/Detail/44040

6 Cac thang: 3, 6, 9, 12.
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Thong tin va Truyén thong td chirc thanh tra, kiém tra va xir Iy hanh vi vi pham
phap luat vé an toan thong tin mang.

3. Vin phong Uy ban nhan dan tinh chi tri, phéi hop véi S& Thong tin va
Truyén thong, Coéng an tinh va cac don, vi dia phuong cung cip dich vu cong
truc tuyén phuc vu ngudi dan, doanh nghiép trén dia ban tinh bdo dam tuan thu
day du cac quy dinh cua phap luit vé an toan thong tin mang; dic biét 1a quy
dinh vé bao dam an toan hé thong thong tin theo cap do.

4. Bao Kon Tum, Dai Phat thanh va Truyén hinh tinh, cac co quan truyén
thong, bao chi trén dia ban tinh phdi hop voi Sé Thong tin va Truyén thong va
cac sO, nganh, dia phuong ting cuong to chirc tuyén truyén, phd bién phap luat
an toan thong tin mang, nang cao nhan thirc vé bao dam an toan thong tin mang.

5. S& Thong tin va Truyén théng

- Pon dbc cac don vi, dia phuong ra soat, danh gia tinh hinh bao dam an
toan thong tin mang cho hé thong thong tin cua co quan, t6 chirc, doanh nghiép
nha nuéc trén dia ban tinh; tong hop két qua, bao cdo Bo Thong tin va Truyén
thong va Uy ban nhan dan tinh trudc ngay 10 thang 5 niim 2024.

- Chu tri, phéi hop v6i Cong an tinh va cac co quan lién quan t chire thyuc
hién cong tac giam sat, phat hién, canh bao sdm va (mg ctru sy cd an toan thong
tin mang. Tong hop két qua phan tich, danh gia, rit ra bai hoc tir hoat dong tng
ctru sy ¢6; cong bd, canh bao trén cac phuong tién thong tin dai ching dé pho
bién kinh nghiém, giup cac t6 chirc, ca nhan nhéan biét, chu dong phong ngira,
g pho su ¢b tuong tu va nang cao nhan thic vé an toan thong tin mang.

- Chu tri, phdi hop cac don vi lién quan t6 chtrc thanh tra, kiém tra viée
tuan thu quy dinh cua phap luat vé an toan thong tin mang tai cac co quan, t6
chtrc nha nudce va cac to chie, doanh nghiép cung cap dich vu truc tuyen phuc
vu nguoi dan, doanh nghiép. Xu ly nghiém cac trudng hop vi pham, dé xay ra su
cb mat an toan thong tin mang.

- Huéng dan céc don vi, dia phuong, to chic, doanh nghiép str dung cac
nén tang ho trg bado dam an toan thong tin dé quan 1y va thyuc thi phap luat vé an
toan thong tin mang.

- Theo ddi, kiém tra, danh gia viéc trién khai thuc hién; dinh ky hang quy
(trudc ngay 20 cua thang cudi quy), tong hop bao cdao Bo Thong tin va Truyen
thong va Uy ban nhan dén tinh vé tinh hinh bao ddm an toan thong tin mang dbi
v6i cac hé thong thong tin trén dia ban tinh theo quy dinh.

Yéu cau cac don vi, dia phuong nghiém tic trién khai, thyc hién./.
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